Amendments to the Claims 

Please replace the Claims as shown below: 

1 . (Currently Amended) A processor- w i th s e cur e cryptographic capab il ities , said 
proc e ssor comprising: 

a digital secret including a secret key used in a key-based cryptographic process, 
wherein the digital secret is stored [[only]] within the processor, [[and]] wherein the 
processor is configured to use the digital secret is op e rabl e to b e us e d e xc l us i v el y by 
th e processor for both encryption and decryption , wherein the digital secret is calculated 
using an HMAC algorithm implemented on testing data, and wherein the testing data is 
associated with fabrication of the processor ; 

a cryptography enqine- fer - p e tform i ng configured to perform the key-based 
cryptographic process internally within the processorr- wh e r e in - th e- cryptography e ng i n e 
is conf i gur e d to access using the digital secret; and 

internal memor y coup l ed to th e cryptography e ngin e and configured to s u p port 
th e k e y bas e d cryptographic proc e ss, wh e r e in th e i nt e rna l m e mory i s furth e r configured 
te-store data associated with the key-based cryptographic process, wherein the data 
includes at least one result of a calculation performed by the key-based cryptographic 
process r and wh e r ei n - th e- d a ta -i s -a cc e ss i bl e- on l y - w i th i n th e proc e s s or . 

2. (Previously Presented) The processor of Claim 1 further comprising an internal 
bus configured to facilitate secure communication between the cryptography engine, 
the digital secret, and the internal memory within said processor. 

3. (Previously Presented) The processor of Claim 1 , wherein the digital secret is 
securely confined within the processor. 

4. (Previously Presented) The processor of Claim 1 , wherein the internal memory 
includes microcode for implementing the key-based cryptographic process on the data 
within the processor, and wherein the internal memory is configured to perform state 
tracking associated with the key-based cryptographic process. 
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5. (Previously Presented) The processor of Claim 1 , wherein the data includes 
intermediate data generated by the key-based cryptographic process. 

6. (Previously Presented) The processor of Ctaim 1 further comprising: 

a cryptography unit including a functional unit within the processor for securely 
executing the key-based cryptographic process internally within the processor, wherein 
the cryptography unit includes: 

the digital secret; 

the cryptography engine; and 

the internal memory. 

7. (Previously Presented) The processor of Claim 1 , wherein the key-based 
cryptographic process includes: 

a key-based encryption process; and 
a key-based decryption process. 

8. (Currently Amended) The processor of Claim 1 , wherein the processor includes: 
a secure hardware environment configured to provide core processing 

functionality; and 

a secure software environment coupled to the secure hardware environment, 
wherein the secure software environment is configured to generate executable 
instructions that are sent to the secure hardware environment for processing, wherein 
the secure hardware environment in combination with the secure software environment 
is configured to provide processor capability, and wherein the secure hardware 
environment is accessible [[only]] through the secure software environment. 

9. (Previously Presented) The processor of Claim 1 , wherein the digital secret is 
unique to the processor and is permanently and physically manifested within the 
processor. 
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10. (Currently Amended) A processo r w i th crypto graph i c cap abil i ties, sai d proc e ssor 
comprising: 

a secure cryptography unit, wherein the cryptography unit is configured to 
internally provide secure cryptographic capabilities as a functional unit within the 
processor, the cryptography unit including: 

a cryptography engine configured to perform a key-based cryptographic 

process; 

a digital secret-e xGius i v el y accessible to the cryptography engine, wherein 
the digital secret includes a secret key used in the key-based cryptographic 
process, [[and]] wherein the processor is configured to use the secret key is 
con fi g ured to b e us e d e xc l us i vely by the proc o ssor for both encryption and 
decryption , wherein the digital secret is calculated using an HMAC algorithm 
implemented on testing data, and wherein the testing data is associated with 
fabrication of the processor : and 

internal memory-e oup le d to the cryptography engine and configured to 
support t he ke y b a s o d cryp tegfaphie-pro cess, whor e in th e internal memory is 
furth e r c o nf i gured to store data associated with the key-based cryptographic 
process, wherein the data includes at least one result of a calculation performed 
by the key-based cryptographic process , a n d wh o r o in th e data is acc e ssib lo only 
with i n th e pr ocessor. 

1 1 . (Previously Presented) The processor of Claim 1 0, wherein the key-based 
cryptographic process includes: 

a key-based encryption process; and 
a key-based decryption process. 

12. (Previously Presented) The processor of Claim 10, wherein the processor is a 
very long instruction word (VLIW) processor. 

13. (Currently Amended) The processor of Claim 10, wherein the processor 
includes: 
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a secure hardware environment providing core processing functionality; and 
a secure software environment coupled to the secure hardware environment, 
wherein the secure software environment is configured to generate executable 
instructions that are sent to the secure hardware environment for processing, wherein 
the secure hardware environment in combination with the secure software environment 
is configured to provide processor capability, and wherein the secure hardware 
environment is accessible [[only]] through the secure software environment. 

14. (Previously Presented) The processor of Claim 10, wherein the digital secret is 
unique to the processor and is permanently and physically manifested within the 
processor. 

15. (Previously Presented) The processor of Claim 10, wherein the digital secret 
includes: 

a plurality of fusible links configured to manifest the digital secret by permanently 
setting a binary state in each of the plurality of fusible links. 

16. (Canceled) 

17. (Currently Amended) The processor of Claim [[16]] 10, wherein the testing data 
includes: 

wafer test data; and 
die test data. 

18. (Previously Presented) The processor of Claim 10, wherein the secure 
cryptography unit is a fully integrated circuit within the processor. 

1 9. (Previously Presented) The processor Claim 10, wherein the digital secret and 
the internal memory are fully integrated with the cryptography engine to facilitate 
communication without use of a bus. 
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20. (Previously Presented) The processor of Claim 10, wherein the key-based 
cryptography process includes a Triple Data Encryption Algorithm (TDEA or Triple DES) 
cryptography process. 

21 . (Currently Amended) A processor-wi th - s e eur e- cryptographic capabiliti e s , the 
proc e ssor comprising: 

a secure hardware environment configured to provide core processing 
functionality, wherein the secure hardware environment includes: 

a secure cryptography unit configured to provide secure cryptographic 
capabilities as a functional unit within the secure hardware environment, wherein 
the secure cryptography unit is configured to facilitate performance of a key- 
based cryptographic process performed e xclusiv el y by the processor, wherein 
the key-based cryptographic process includes encryption using a digital secret 
and decryption using the digital secret, wherein the digital secret is calculated 
using an HMAC algorithm implemented on testing data, wherein the testing data 
is associated with fabrication of the processor, wherein the key-based 
cryptographic process further includes generating data, wherein the data 
includes at least one result of a calculation performed by the key-based 
cryptographic process , and w herei n t he data is acc e ssib le only - within the 



22, (Previously Presented) The processor of Claim 21 further comprising: 

a secure software environment configured to access the secure hardware 
environment, wherein the secure software environment is configured to generate 
executable instructions that are sent to the secure hardware environment for 
processing, wherein the secure hardware environment in combination with the secure 
software environment is configured to provide processor capability. 

23. (Currently Amended) The processor of Claim 21 , wherein the secure 
cryptography unit includes: 
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a cryptography engine configured to perform the key-based cryptographic 
process; 

the digital secret accessible e xc l usiv el y to the cryptography engine, wherein the 
digital secret includes a secret key used in the key-based cryptographic process; and 

internal memory coupled to the cryptography engine, wherein the internal 
memory is configured to support the key-based cryptographic process and further 
configured to perform state tracking associated with the key-based cryptographic 
process. 

24. (Previously Presented) The processor of Claim 23, wherein the internal memory 
is configured to securely store the data, and wherein the data includes intermediate 
data generated by the key-based cryptographic process. 

25. (Previously Presented) The processor of Claim 21 , wherein the secure 
cryptography unit is a fully integrated circuit within the processor. 

26. (Previously Presented) The processor of Claim 23, wherein the secure 
cryptography unit is a fully integrated circuit within the processor, and wherein the 
secure cryptography unit is configured to facilitate communication between the 
cryptography engine, the digital secret and the internal memory without use of a bus. 
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